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Twitter has been involved in a number of controversies,
particularly around former US President Trump, who

was very active on the site. He made many controversial
tweets over the period of several years, taking advantage
of Twitter's reluctance to ban a sitting president, to spread
intolerance and disinformation. The site was the first of
many social media platforms to ban him.

As with any social media platform, there are bad actors
who may try to spread hatred and disinformation. There
are ways to prevent this, primarily through reporting and
blocking offending accounts. Below you will find a series
of steps you can follow in order to create a safer and more
honest online environment for yourself and all of us!

Note: Please be aware that these screenshots may not
appear the same on different devices!
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Reporting and Blocking

Tweets

To report a tweet, click the three dots in the top right
corner of the tweet:

Twitter @ @Twitter - Jan 1
W' ihe bar is low, 2021

11 106.7K

Then, from the dropdown menu, select ‘Report Tweet':

" Follow @Twitter
changing to* = Add/remove from Lists
t next to Retv
Mute @Twitter
) Block @Twitter
Embed Tweet
Report Tweet
Once you have selected that you wish to report the tweet,
you can select which of these statements best describes the

problem with the tweet. Select one of these options, and
your report is complete.

I'm not interested in this Tweet

It’s suspicious or spam

It displays a sensitive photo or video
It's abusive or harmful

It expresses intentions of self-harm or suicide

about reporting violations of our rules.
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Accounts

To report a Twitter account, select the icon with three dots
at the top of their profile:

Twitter @

It's not like we're asking you to wear pants

Twitter &

@Twitter

Then select ‘Report [account handle]’ at the bottom of the
dropdown menu:

View Topics

j Add/remove from Lists
View Lists

7 View Moments
Copy link to profile

" Mute @Twitter

) Block @Twitter

Report @Twitter




THE SCOTTISH BUSINESS RESILIENCE CENTRE

Now select which description bests fits the issue you are
reporting the account for:

Report an issue

I'm not interested in this account

It's suspicious or spam

It appears their account has been hacked

They’re pretending to be me or someone else

Their Tweets are abusive or hateful

Their profile info and/or images include abusive or hateful content

They're expressing intentions of self-harm or suicide

more about reporting violations of our rules.

To report a direct message in Twitter from a desktop device,
hover over the message with your cursor, and then select
the ‘three dots’ icon to the right of the message:

Yy
L

Then, select ‘Report message’ from the menu:

Report message

% ‘) Copy message

If you are using a mobile device, hold down on the message

that you want to report until a menu pops up, and then
select ‘Report message’ from that menu.

Once you have selected ‘Report message’, choose which of
the following descriptions fit your issue with the message
best:

It's spam

It's abusive or harmful

To report the account that has sent you a message, select
the ‘i"icon in the top right corner of your direct messages:

Then, from the menu, select ‘Report [account handle]'. If
you are reporting a group conversation, this option will say
‘Report conversation'.

Notifications

Mute conversation .

(0]

You will then have to select the most fitting description for
why you are reporting the account or conversation — the
same as if you were reporting a single message.
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Trends

To report a trend, either in the ‘What's happening’ section
of your homepage or in the ‘Explore’ page, select the three
dots in the top right corner of the trend:

Then, from the dropdown menu, select the best-fitting
description of your issue with the trend:
=) This trend is spam
This trend is abusive or harmful
=) This trend is a duplicate

=) This trend is low quality

Privacy

To manage your account’s privacy settings from the
desktop, from the left-hand menu select “More”:

Explore
Notifications
Messages
Bookmarks
Lists

Profile

More
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“Settings and privacy” from the pop-up menu.

Settings and privacy
(%) Help Center
»| Display
(%) Keyboard shortcuts

From the settings menu, select “Privacy and safety”

Settings

Your account

Security and account access

Privacy and safety

Notifications

Accessibility, display, and languages

Additional resources

This gives the user access to a wide-range of privacy
controls.

Direct Messages

From the Privacy and safety menu, select “Direct Messages”.

Your Twitter activity

Audience and tagging
anage hat infor ation you allo

Your Tweets

Content you see

Decide what you see on Twitter based

Mute and block

Direct Messages

nage who can message

Discoverability and contacts

Control your discoverability settings and manage contacts
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This gives you three tick-box options; To manage being tagged in photos, select “Photo tagging”. Then select “Add location information to your Tweets”

Allow message requests from everyone” Enable this to allow any account to send you a message request, rather than just Audience and tagging

accounts that you follow. This could be preferable for business accounts, but may not be for personal accounts.

“Allow message requests from everyone” Enable this to allow any account to send you a message
request, rather than just accounts that you follow. This When selected, your Tweets and other account information are only
could be preferable for business accounts, but may not '

be for personal accounts. Photo tagging Add location information to your Tweets

“Filter low-quality messages” Enable this to allow Twitter to automatically detect and
filter spam or low-quality message requests. These will be Disable “"Photo tagging” to allow no one to tag you.

sent to a different inbox, which the user can still access.

Ensure “Add location information to your Tweets” is
disabled. You can also choose to remove all location

information from your previous Tweets.
Note that disabling this does not prevent Twitter from Photo tagging

seeing the contents of your messages.

Photo tagging Add location information to your Tweets

“Show read receipts” Enable this to allow people to see when you have opened Allow people to tag you

ed, you will be able to attach location information to your

their messages.

With “Photo tagging” enabled, you can also allow only Add location information to your Tweets

people you follow to tag you.

Direct Messages This gives you two options. To hide your Tweets and some
account information from accounts who do not follow you, Photo tagging

Sensitive Content

anage who can message you directl

enable “Protect your Tweets”;
Photo tagging

Allow pecple to tag you in their photos and receive notifications when they do so To prevent sensitive content being shown in your feed,

Allow message requests from everyone |:|

Audience and taggin M . .
et select “Content you see” from the Privacy and safety menu.

Anyone can tag you

nage what information you allow other people © n Twitter to see

Only people you follow can tag you

Protect your Tweets O Privacy and safety
en selected, your Tweets and other account information are only visible to people who follow Location information

Photo tagging Your Twitter activity

> To prevent location information being shared with your

Audience and tagging

Tweets, select “Your Tweets” from the Privacy and safety

Then select “Protect” from the pop-up. menu. Your T
our Tweets

Privacy and safety

. " i 1anage what information you see and share on Twitte : Content you see
From the Privacy and safety menu, select “Audience and : Dec sgfon

Decide what you s
N Protect your Tweets?
tagging”.
This e only to vour P Mute and block
’ y ’ vanage the accou
Your Twitter activity -
oo | Audience and tagging 5 Direct Messages
nage what informationfyou allow other people on Twitter to see. Cancel Protect Your Tweets ' vianage who can mess
Vianage the infg mation associated with your Tweets.
9 Your Tweets 5 _ .
¢ anage the information assaciated with your T y Discoverability and contacts
Content you see ] Control your discoverability settings and manage
Content you see 5 Decide what you see on T
Decide what you see on Twitter based on your preferences like Topics and interests
Mute and block 5 Mute and block
! anage the accounts, words, and notifications that you've muted or blocked Aznage the accounts
Direct Messages >
na ho can message
Discoverability and contacts >

Control your discoverability settings and manag

6 WWW.SBRCENTRE.CO.UK




THE SCOTTISH BUSINESS RESILIENCE CENTRE TWTTIER REPORTING GUIDE

Twitter

Disable the “Display media that may contain sensitive Downloading Your Data Select "Request archive”.
content” option.
To manage your discoverability settings, select Under GDPR, you are entitled to view all data an Download an archive of your data
Content you see “Discoverability and contacts” from the Privacy and safety organisation stores about you if you request it. To Get insights inta the type of informat

e ) SR G T e G T e T s e st menu download the data Twitter stores about you, select “Your
account” from the settings menu

Display media that may contain sensitive content D Privacy and safety
Topics > anage what information you see and share on Twittel sel‘tiﬂgs
Interests 2 Your Twitter activity )
Your account feter
Rinlocschios > Audience and taggi
208 gging 5
1 nage hat information you allow C"‘:‘I'|IET|ZEZ"_' tter to see . . . . ..
Sresrd T > i Twitter will begin preparing a folder containing all of your
carch seTings Security and account access i begin preparing o J y
. Your Tweets N data, notifying you by email when this is ready to download.
. 1anage the information associated with your Tweets .
g This may take several hours.
. ) ] Privacy and safety
To prevent sensitive content being shown in your search ~  Content you see >
" . " . Decide what you see on Twitter based on your preferences like Topics and interests
results, select “Search settings ' e ’ i )
: MNotifications
Mute and block >
! lanage the accounts, words, and notifications that you've muted or blocked. SOUI’CGS
Content you see Accessibility, display, and languages
Decide what you see on Twitter based on your preferences like Topics and interests [)_i_n_afF__Mf_s_sigfi___”:____ I > https://tWitter.com/en/privacy
Drsolay media that o . ont 0 Additional resources
ISplay media that may contain sensituve conten . .
~, | Discoverability and contacts > https://www.nytimes.com/2021/01/16/technology/twitter-
o Control your discoverability settigfs and manage contacts you've imported .
Topics > ' : ) ) ' donald-trump-jack-dorsey.html
Select "Download an archive of your data”“, and confirm
Interests >
With this menu you can allow people to find your twitter your password. https://www.nbcnews.com/tech/tech-news/twitter-
Explore settings ? account using your email address and/or mobile number. permanently-bans-president-donald-trump-n1253588
Your Account
Search settings >
Discoverability and contacts
Then' enable “Hide Sensitive Content" and “Remove blocked Control your discoverability settings and manage contacts you've imported ) )
Account information
and muted accounts” to prevent these being shown inyour  piscoverability & e your acoount information ke your phone namber and emai address
search results. )
Decige whether people who have your emall agdress or phone number can tind and connect with o Changeyourpassword
ou on Twitter. Change your password at any time
Search settings i i
ng: Let people who have your email address find you on Twitter D Banmiless s araiie aivem d e
| Let people who have your email address find and connect with you on Twitter ) Get insights into the type of informatig
Hide sensitive content v
| T events Twee = 3 = Gur=e E Let people who have your phone number find you on Twitter D ’ TweetDeck's Team
Let people who have your phone numbper Tind ana connect th you on Twitter (= a2 e TEEE ) 5 e
Remove blocked and muted accounis v

Deactivate your account

ou can deacti ate your account
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https://twitter.com/en/privacy
https://www.nytimes.com/2021/01/16/technology/twitter-donald-trump-jack-dorsey.html
https://www.nytimes.com/2021/01/16/technology/twitter-donald-trump-jack-dorsey.html
https://www.nbcnews.com/tech/tech-news/twitter-permanently-bans-president-donald-trump-n1253588
https://www.nbcnews.com/tech/tech-news/twitter-permanently-bans-president-donald-trump-n1253588
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