Job Title: Cyber Security Consultant
Reporting to: Head of Professional Services
The role

Here at the Cyber and Fraud Centre Scotland we are looking to recruit a Cyber Security Consultant
based between our office in the Oracle Campus in Linlithgow, Abertay University in Dundee, and
Remote Working at home. You will work closely with our Head of Professional Services and the wider
team, including our team of Ethical Hacking students from Abertay University, to help manage and
deliver the Centre’s growing range of Professional Services, provide cyber security advice and cyber
awareness training.

You will manage the day-to-day operations of our team of ethical hacking students, dedicated to
identifying and reporting vulnerabilities within client systems and recommending remediation in a
confidential and timely manner. You will also work closely with our Head of Professional Services to
identify potential partnership and commercial opportunities, as well as contributing to the research
and development of new Professional Services.

About You

Educated to degree level in cyber security or a related field, you will be passionate about all aspects
of cyber security and helping businesses to become more prepared and resilient to the ever-present
risk of cyberattacks.

A cyber security specialist with a practical approach, you will be highly skilled in web application
vulnerability testing, network infrastructure testing, as well as having a deep understanding of
cybercrime and the current cyber risk landscape. We are looking for a self-motivated, organised and
professional individual, with exceptional project management experience and proven track record of
consistently delivering excellent results. You must also be a strong team leader with well established
and effective people management skills.

A confident presenter, with the ability to positively engage with clients, you will be dedicated to
continually developing your professional skills and knowledge of technical competencies, as well
maintaining professional qualifications to demonstrate competency. Exceptional report writing skills
and experience along with efficient proposal writing skills are a must.

Responsibilities :

¢ To manage day-to-day, our team of ethical hackers to deliver our range of Professional
services offered to businesses, including testing, cyber readiness presentations and social
engineering inputs.

e Work with the Head of Professional Services to manage and develop the Centre’s
cyber awareness training modules and range of Professional Services.

e Deliver cyber awareness presentations at events, conferences and to our members.
e To assist on various Cyber and Fraud Centre Scotland projects, such as Exercise in a
Box, Incident Response and Threat Intelligence, and any other projects that may require
assistance.



e Supportin the delivery of the Centre’s Professional Services to businesses within and
out-with Scotland.

e To write comprehensive reports and present findings and recommendations.

e Schedule, arrange and prepare agendas, papers and presentations for our Board,
finance and senior management meetings where appropriate.

e Assist with the interviewing and onboarding of new ethical hacking students.

e Work with the Head of Professional Services to provide cyber training and support to
Cyber and Fraud Centre Scotland members.

e Attend any relevant meetings, events and networking opportunities within and out-
with Scotland.

e Work with the Centre’s marketing team to regularly update the website and social
media accounts with advice, features articles, blogs and videos.

e Write clear and effective reports and proposals.

e Continual development of technical competencies and maintenance of professional
qualifications.

e Undertake any other relevant tasks as required by the Head of Professional Services
e Occasional evening and weekend work, and travel out-with Scotland

If successful, you will be required to complete and pass a Basic Disclosure check carried out by SBRC
and its agent. You will also need to provide proof of right to work in the UK in advance of the start of
employment.



